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2K ( Authentication )
o HSIEFEERL IS

s FTIEREZH .
- ZHE (username / password ) : FHEAREIEEE AR (1fF
Ny =t VN 1)
- .88 ( public key / private key ) : ZBEHREER S8 N\FIFLEEFE
(FASEHE ZL/NVOMRE )
- EYHFEL ( biometric ) : EEBIREEE B ARITEE/ AL ...
(TEANEYETEE)

o Linux & de facto i : PAM



ABURE ST

12 F| shadow 1Y /etc/passwd

-rWr--r--__1 root root 2035 1 H 14 23:54 /etc/passwd
pyeh:Q V\Z’sTPOJrlraDSOO 500: Pi ng Yeh, 531, pl, p2:/ hone/ pyeh: / bi n/ bash

- 8 : PEEETIRRE » & T uid 1 gid » Jetc/passwd Wh7H
& world readable = £ H RSB ZF 2N @20 |

shadow : {EZRERE 2B root 7] LLEERY /etc/shadow

pyeh:@ 500: 500: Pi ng Yeh, 531, p1, p2:/ hone/ pyeh: / bi n/ bash
“TW - - - - 1 root root 1227 1 H 4 23:26 /etc/shadow
pyeh ch4R5R$RXJcsvrrEnQ\/01/ dvLgD89/ : 13162: 0: 99999: 7. : :

ZRERI N VEEVE ¢ DES vs. MD5

RS AN HE 0] LUBEE © Jete/* #EZE ~ NIS maps ~ LDAP
directories &2 551 5
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%% (Public Key Cryptography)

o (R ASREINETL > Wit - —EHCORE (
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e s EEEE S © RSA

e MIT ) Ronald Rivest, Adi Shamir #1 Leonard Adleman 7
1977 FHER N BIEEE o 1983 FAEERESER (?) » 1£
2000 &9 HEZIHH -

¢ HEIL:
- MEEE p g > SkKH modulusn=p*q % m=(p-1)(g-1)
- WA e fd : efimEE > e*d =1 (mod m)
- i =(n,e) > F# =(n,d)



RSA BN E

o N :
o - _ €
- HEFHE m HFAEE (n,e) N - c = m modn
- )Eﬁ/lé\ﬁﬁ{%(npd) ﬁgflﬂé}'%ﬂ/%\ : m — Cd mOdn

- INEABEERER AR - R8N
- W] LA SRR I E A E 5 — 7 v] LU R I HIERLE

e flF : n=8051, e=235, d=67, message m=99
& ¢ =99%%n = 3683 * #% : 3683°" % n =99



RSA JEE L7

8 . c=m (modn), m'=c" (modn) = m'= m (modn)
G

- FEGREEHE  FpRxFgbrx &Ry 0 Bl (pq) B x 7Rk y

- Fermat/Euler B : 75 p 2 BRI HAEFR x > Bl p R xP 18R 1

x=y(modp) N x =y (modq) = x=y(modpq)
p € prime A x# 0 (mod p) = x"~' =1 (mod p)

- % ed=k(p—1)(g—1)+1

k(p—lﬂq—lr%l(

m' = ¢’ (modn) = m* (modn)=m mod n)

(p—1)(q—

=m" Y mod (pq) - m(modn)

- HH Fermat/Euler E 1  #"""""(modq) = (m""")"" (mod q) = 1 (mod q)
- ¥ p thAH[F] - HA L EARECEHE » f115

k(p—1Xq—1)<

m mod pq) = 1 (mod pg) = 1 (mod n)

= m'=1(modn)-m (modn)=m (modn)



T % RSA?

o i 1 #8 =(8051,235) » WEFLHE

- HE
(
K

4 4

1
2, d=67 >

i
5% 8051 = 8051=97*83=p*q
-1)%(q-1)=7872 = (7872*k+1) E4f 235 B » sk k

FL#8% =(8051,67)

o MF RSA B ZBEE AR » FAXEEIEINEERE - FH 1024
St 2 2048 {7 JtH) modulus

_ 21024=(210)102>|<24

~ (10%)9%%16 ~ 16¥10%

- BWEE 1 3] sqrt(n) ZERE— kR n » BRI A
1E ° sgrt(n) ~ 4*10%° » REB AR ET> ] LIEER 102X »
R AX¥1018F) ~ 107 & » B AIAFHFE 1.5%1010 4 -

- RSA B XA

ERZ — t N AN TR R e



PAM

Frecii Pam. X
Z'q) 7 Vg:/:l’mlﬁﬂ'm{sﬁm

_-_5 4 u_,
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Linux-PAM

e Pluggable Authentication Modules (et FERAH )
o 8 THERFE D F1 TEREEREU=E D 4B
- JERHREICA H FE R 2 B

- REEHE A DIE B a e A RECRRRRE T = AN E
FERTESC  EAHERN - AFRBUGETHEMERE

e PAM HYPY KIBE -
- authentication management : & » I AT 5% B AH SR
- account management : IRIFEH » MK RFTEH / KA/ BN
HIBE R TE iR P A
- session management : JERBIRETFIAS KRB A - WIEdEkH &
ML H Rk E

- passwd management : BUEHEH

[
S
%
i




PAM FJ7#EE =

/ et c/ pam d/ sshd

aut h requi red pamenv. so
aut h sufficient pamuni x.so |ikeauth null ok
account requi red pam nol ogi n. so
account requi red pam uni x. so
== password requisite pamcracklib.so retry=3 > : : .
password sufficient pamuni x.so null ok \ appllcatlon. SShd
use_aut ht ok nd5 shadow
sessi on required pamlimts.so
sessi on requi red pam uni x. so

conversation()

pam_authenticate()
PAM_SUCCESS | failure

—3p Linux-PAM

[text input/output]

auth Icc;a”d/ pam_env.so — pam_unix.so
account pam_nologin.so  m—— pam_unix.so
password pam_cracklib.so — m——— pam_unix.so
session pam _limits.s0  m—— pam_unix.so




&b L,
PAM %H BEFE

/etc/pam.d/<app name> = app name £ PAM 4HfE

JU{EER 4« auth, account, password, session

fEAHMES ( module stack ) BHEZES 5 7T LAMES 2 ERFAH » 1K

PPt » W38 E B AR ¢

- required : W EGRIF  BEAHRBUFAEGIIT - B EI{EXEL

- requisite : SRZIULEELE o BLAH RO ZIME 1T 0 [BI{EREL

- sufficient : oo > BAHATI S REMEERD » 25 Z BiiZ A K
BRI BLE LT

- optional : A F Al EREA - HEEHMEAEE EREEH

#iff : screen

$ cat /etc/pam d/screen
#%°AM 1. 0
aut h required pam st ack. so servi ce=system aut h



= H ) PAM 4R

fuse B as ww L owm
pam_unix.so unixZEE v v v v
pam_permit.so Aghs (ZNOER ) v v v
pam_deny.so EETE N v v v v
pam_chroot.so  #AEAFE—fHchrooti iR v
pam_cracklib.so  BEFEEAEE v
pam_limits.so #XE SRR E PR v

pam nologin.so iﬁslgfgégjleginﬁﬂ?%normal y y
pam_securetty.so @{jgﬁ%ﬁ{;tty%ﬁrwt %

pam _tally.so FE R R S A\ KRS v v

At SR AHRVEBCEE AR BUE  Jetc/security H




pam unix.so

Toee - RS EE BN B 2

MRIREH © /K shadow FFHYEREE AT A > AT LAFEEE 5 %S -
B PSR AR PN

EARIZR - FTERSHEE A ELE A P 2 F AR 4

TIEEH  EEMOFIERE R (passwd MY pam_chauthtok()
R 5E RHBUR Y TAE )



pam unix.so AJERHE 7 =

pam_unix.so pam_sm_authenticate()
get it from
? the user

pam_get user —® checkname P _unix_blankpasswd —® _unix_read _password —® unix verify password

failure NULL or not failed
start with alnum
<PAM SUCESSD ret"a'
f d controlled nullok
_unix_verify password() by nsswitch @m_suwss)

blank

controlled
by nsswitch _unix shadowed() get shadow password
‘ with getspnam()

or getspnam_r()

_pammodutil_getpwnam
(getpwnam/getpwnam_ r)

check enc. pw.

get shadow password

failed > from NIS+

S "*N P*u

match
@AM—SUCESSD compare
enc. pw.

start with "*"
orlen <13

md>5 encryption

enc. pw:
starts with

II$1$II

bigcrypt(~DES) ﬁ no




- @ FEr) PAM ZHRERE system-auth

o KI5 MEFIFEZCHT PAM 4HAEHE AT & A pam stack SO
service=system-auth &% system-auth HEE K

$ cat /etc/pam d/system auth

#Y%°AM 1. 0

# This file is auto-generated.

# User changes will be destroyed the next tinme authconfig is run.

aut h required /1ib/security/$l SA pam env. so

aut h sufficient /1iblsecurity/$l SA pam uni x.so |ikeauth null ok

aut h required /1iblsecurity/$l SA/ pam deny. so

account required /1iblsecurity/$l SA/ pam uni x. so

account sufficient /1ib/security/$l SA pam succeed if.so uid < 100 qui et
account required /1iblsecurity/$l SA/ pampermt.so

passwor d requisite /1ibl/security/$l SA/pamcracklib.so retry=3

passwor d sufficient /1iblsecurity/$l SA/ pam uni x.so nul | ok use_aut ht ok nmd5
shadow

passwor d required /1iblsecurity/$l SA/ pam deny. so

sessi on required /lib/security/ $I SA/pamlimts.so

sessi on required /1iblsecurity/$l SA/ pam uni Xx. so




ok iR 6 FE) PAM 205 7

—

A Idd /path/to/executable | fgrep pam @&
* sshd, smbd, pppd, cupsd, ...

 passwd, chfn, chsh, sudo, su, login, xscreensaver, ...
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MFEARR AR b IR AFIEIRES © |

B 13#0 %% (authentication)

- MR EE AT DU TRy R 7

% (authorization)
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- FEEAE TR ERAEFERR S
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S

"On the Internet, nobody knows you're a dog.”

Peter Steiner, page 61 of July 5, 1993 issue
of The New Yorker, (Vol.69 (LXIX) no. 20)




Secure Shell: ssh

o HRFERISIBEEAAMN L BEINEEY
= Al DL forward X11 8¢ EH AL TCP/IP £ 11
e ssh protocol version 1 : =FEEE T
- NFEEMIEA © host* BErE
- NREWBIFIEN © RSAREHE
- HAZEWBEA @ pam
* ssh protocol version 2 : F1 v1 %Ll »
(E3GI0 T I AIVEETE » I 503% DSA #83%

-

client



37 ssh JH4E

connect
public host key & server key

v host key not changed
H host key #ll server key %) 256 bit #l ses%n key

host key: [E[xER) » RESE—IR » FFHEMH & H
server key: JFEIRY > FHIEA)—1E /N2 50 H A — 1R
EARE N 12 A EFNE A session key %




o Ll P 2] 27
3 nX/\:thEl Irnjujﬁi.ﬂ

client A host key {Z2%7E /etc/ssh/ssh_known_hosts &%
~/.ssh/known_hosts # = x ( f& host)

client #J hostname H1£ /etc/hosts.equiv BY
/etc/ssh/shosts.equiv # + #H[F] username =

client B9 hostname 1 username & 3 1E
~/.rhosts 8% ~/.shosts =

MR 2



ssh-keygen

user

HARL 5

ssh: FH RSA N FAEE 825

~/ . ssh/ aut hori zed_keys h

ssh-rsa AAAAB3NzaClyc2EAAAABI WAAAQEAuUqdO
pvoy SqG3P4t xzXkyoF7+vwRo9+L8nFSAObT+7/ YA
WYMuZKkgF35002Cpwivimy HI t Fb9GZvEbt Z2vI QX2b
3Fxf HBGUh/ f cZFVs GEuykRJI03B5r NkDx7csE327E
- = > 3/ keZAaub8TLKahg/ Q YShQ g+l S5r U3l ol | 1gCa

CcO §erver z3i xt Lwml5bPLV/ KSDuPqUYppVTZSODI ws PcEQp
hid . . —_ _By ;D hyA+t TThi QwM Qop/ Mmn2Dgy6sl 9Vvwanr zgJM f
~/.sshl/identity ~/ . ssh/ aut hori zed_keys 25Br | 3yoYKsdMABDOSc Xf abuV8+eaYuSm oEyEVJ

OODt qCKkLh+hY+l PPhy W RP+i 9Dsc SKECheksOEY
FMUH6I N9As CTgXNYOQ== soneone@onewher e. com

username
P HRER : F user A #& N E HIELE
5] i
. h
O] fE ==( 12 H BUELEL +session |d) sshd
) MD5 1B
< ;E\nﬂ.}&ljj
B .
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#1554 (digital S|gnature)
o G FARASEINERE S s

-, =2 AB05634J
hash

g
Dear Roneo, SSI:ILZJ:;EVW — :Vlh:/CHCN?Q(\(]ZCK?glz

- R SRR R Y

- BEARIUH =X + %44 | T

Dear Roneo,

o WBIHAHE  TLBREY a0 — .

BB SO - | ...
PR SEEE R (integrity) e o /%7/ i eonaz
- &2 H NMOERESE » hash | Juli et

FA—E  BRIEABAE Juliet

Mhl Fmég(K:gZ B JE S
SN I hvcNA I
I FA S BT % 24 .

Dear Roneo,

e 2 [ /A hash2

e RN a\JrﬁA AB05634J

..... | COP24EVD

o AR HIERAIHIE « RER A R e
=R
/5 B ELH gk | s L1
| hve NAQe Coll i AB05634J
L COP24EVD
e e
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/N LR

o BEFMEZRN A HEEERN?
- FfFIERY ASTEERIRY B B~ ERY > TiAl(E

o WRHERE HAATA :

- web of trust : A EIWEEIAK » BiE FAE LD Z FiE T
A By ... : Pretty Good Privacy (PGP)

- A ZEEANEH0%RE © Public Key Infrastructure (PKI)

o MUZFAM @ IERIRY B YA L LFEREERIARIE 4 -

« BEERZ



3% (certificate)

o PGP i« FHMAZR 2 @) 5
- NEBHUE key server B (41 pgp.mit.edu )
- T£ key signing party LE#BH IF 5125 #: fingerprint » [Al£FH %
i | L /N =R IRPNESESE PN
- K, GnuPG Keysigning Party Howto

o PKIIHFE : HEFZENE (CA) S48 5 e B i
— BB A B RN k42 S A B
- ] DLE B SR A0 5
- & Public Key Infrastructure p—3&84>
- LR EHIEE FH PKI : LDAP, Kerberos



NIS

* Network Information Service ( & 4% Yellow Pages)

- H Sun Microsystems aTHIAERS E7HRES > client-server 284

- 2t passwd ~ group ~ hosts... FEELFE—E NIS
domain #YJ host

- TERERIRE T E A NFS F5HEC ARG — RGN HHS

NIS Domain

foo

ypserv

client ypbind yppush ﬁ—

' master server
~ypserv
clients v
slave server




A
=5 %€ NIS
e server side :
- ypinit
- "ypmake"

* client side: authconfig » )% NIS SX1Z1E A NIS domain %1%
AT NIS server By 44 BIAT o

- ypcat
e NIS NEEFE glibc HJ nsswitch &




LDAP

* Light-weight Directory Access Protocol
* Many server softwares

- Openldap, Sun iplant, CA etrust, MS Active Directory,
Novell NDS, IBM, Oracle, ...

* Many client softwares

- Authentication: pam, plone, apache, samba
- User information: NSS

- Malil relay: sendmaill

- Address book: mutt, mozilla

- Roaming: netscape

- And many others



LDAP (cont.)

o WLLEAEE o ] LU A
o EARF o WLUREZIE etc FHIEERETEE LDAP (PADL Y

migration scripts)
* LDAP server BUsEM B RV ELEHERE » M IXER

S



Kerberos (HitEFT =58 ) 4&

o TERHRAYAE RS DR A
- ZRIFTAR RS 2 0 AR R A A e A B Lk A (ssh?)

RS S > SRR IR
- BRT ECRBRORSE » BN AEE L DUT (T R B
ARIE—Y) » (T JRAEEIR |

o kinit : Z2|—{ TGT(ticket granting ticket) » ZHE A
G EE Al ( ZEDLE R g LR RE )
o V1M TGT EAMEARISH) ticket
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The Linux-PAM System Administrators' Guide
PGP FAQ: http://www.faqgs.org/faqs/pgp-fag/partl/

GnuPG Keysigning Party Howto:
http://www.cryptnet.net/fdp/crypto/gpg-party.htmi

http://en.wikipedia.org/wiki/Web_of trust

Crypto FAQ, RSA Laboratories,
http://www.rsasecurity.com/rsalabs/node.asp?id=2152

A proof of RSA encryption/decryption:
http://pajhome.org.uk/crypt/rsa/maths.html


http://www.faqs.org/faqs/pgp-faq/part1/
http://en.wikipedia.org/wiki/Web_of_trust

